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Document Signing (in Ubuntu) 

 
Users will get 2 certificates from CA- 

1. User certificate for document/signing purpose. 

2. CA's root certificate, used to verify/authorize the user certificate. 

 
User certificate will be in PKCS12 format. Also, user will set a password to 

import/export the certificate. File name will be, for example, testuser.p12. 

 

 
 

CA's certificate will be in DER/PEM format. File name will be, such as, rootCA.crt. 

 

 
User will first import the certificate into Mozilla Firefox browser. Open Firefox, click on 

Edit-> preferences. 

 

 

 

 

 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Go to Advanced->Encryptions->View certificates ->Your certificates. Click on 'Import' 

button. 

 

 

 
Choose the pkcs12 file (with p12 extension). It will ask for the password, set for 

import/export purpose. 
 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Upon entering password, It will show a message of successful import. 

 

`  

Start OpenOffice Word processor and create new document. Compose some article and 

save the document with a suitable name.  Now to add digital signature, click File-

>Digital Signature. 

 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

It will show a dialog 'Digital Signatures'. Click on Add. 

 

 
 

Select your certificate from the list of available certificates.  Now Click 'Ok' to complete 

signing the document digitally. 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

At the middle-bottom of the document an indicator will appear, hovering cursor on it 

will show: 'The Document Signature is Ok'. 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 That's it!!! any change in the document by some unauthorized/ unscrupulous will 

break/remove the signature. While Opening the document it will show a message as 

below 

picture. 

 

 

 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

You will get a different indicator in this case, hovering on it will show – 'the document 

Signature does not match document content. We strongly recommend you do not to trust 

this document.' 

 

  
  

 

Email signing (Ubuntu) 

 
We will show email signing with Evolution mail client, shipped as default mail client 

with Ubuntu 10.04.  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Open Evolution mail Client from the top-right corner of your Ubuntu Desktop. 

 
 

At first we need to import the pkcs12 files for signing mail with digital signature. Now 

go to Edit->preferences->certificates->Your Certificates. Click on the Import button. 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Choose your pkcs12 file from Ubuntu file system. It will ask for 2 passwords – 1 for 

evolution mail client security purpose and 1 for import/export purpose. 

 

 
  

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Upon entering valid passwords, it will successfully import the certificate into evolution 

system. 

 
  

Clicking on view will show the certificate details. 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Now users need to import CA's certificate also into the evolution system.  go to  Edit-

>preferences->certificates->Authorities. It will show available root CA certificates. 

 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Click on the Import button. Choose CA's certificate DER/PEM file from Ubuntu file 

system. It will show a message for trusting CA. Check 'Trust this CA to identify web 

sites' and 'Trust This CA to identify email users'. 

 
 

 

 

Click Ok and it will successfully import the CA certificate into evolution system. 

Clicking on view will show the certificate details. 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Still another step remains: go to Edit->preferences->Mail Accounts. 

 

 
 

It will show user account details. Choose your user account and click on 'Edit' button. 

Next, click on 'Security' tab. It will show certificate status of your mail account. 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Now, click on 'Select' button and choose your certificate for mail signing. 

 

 
Yes, your mail account is now enabled to send digitally signed mails!!! 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Now compose a new mail. Click on Security and again click on 'S/MIME Sign'. The 

option will be checked as shown below. 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 Now send the mail and it will send the mail by digitally signing!!! 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

At the receiving end, user will configure his/her Evolution mail client as described 

above. When he/she receives the mail, 

 
 

  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

it will also indicate if the signature is valid or some unscrupulous user have tampered 

with it. If it's being changed by some intermediate hacker/cracker, it will show a red 

colored warning - 

 

 
 

 

 

  

 

 

  


