Document Signing (in Ubuntu)

Users will get 2 certificates from CA-
1. User certificate for document/signing purpose.
2. CA's root certificate, used to verify/authorize the user certificate.

User certificate will be in PKCS12 format. Also, user will set a password to
import/export the certificate. File name will be, for example, testuser.p12.
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Name: |testuserpl2 |
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Size: 1.8 KB (1866 bytes)

testuser.p12

r Location:  /homeftanim/Desktop
= Volume:  unknown N
festCCA
Accessed: Thu 12 Aug 2010 06:26:55 PM BDT
. Modified: Tue 01 Jun 2010 07:03:46 PM BDT
testDOC.odt

# Loa
dn: ¢
ohjec
on: m

backend.Ubuntu0s.
Idif

CA's certificate will be in DER/PEM format. File name will be, such as, rootCA.crt.

User will first import the certificate into Mozilla Firefox browser. Open Firefox, click on
Edit-> preferences.
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Go to Advanced->Encryptions->View certificates ->Your certificates. Click on 'Import'
button.

D © @ cCertificate Manager

Your Certificates JPeople Servers Authorities Others

You have certificates from these organizations that identify you:

Certificate Name Security Device Serial Number Expires On s}
-BCC
BCC test Software Security Device 01 07/29/2011
tanim Software Security Device 03 07/26/2011
- SECL
testingCCA Software Security Device 01 08/03/2011
testuser Software Security Device 01 06/01/2011
- Specktim
MyOwn Root Certificate Authority Software Security Device 00:C0:CB:DC:C9:... 06/01/2011

sl

Choose the pkcs12 file (with p12 extension). It will ask for the password, set for
import/export purpose.




@ Password Entry Dialog |

Please enter the password that was used to encrypt this
certificate backup.

Password: | 9900ee| | |

@Cancel | JOK |

Upon entering password, It will show a message of successful import.

5 Alert

Successfully restored your security certificate(s) and private key(s).
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Start OpenOffice Word processor and create new document. Compose some article and

save the document with a suitable name. Now to add digital signature, click File-
>Digital Signature.
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It will show a dialog 'Digital Signatures'. Click on Add.

@ Digital Signatures

The following have signed the document content:

|5igm—:-n:| by |Digita| ID issued by |Date |

View Certificate... @ Bemove

[ oK | cancel | | Help |

I-. -

Select your certificate from the list of available certificates. Now Click 'Ok’ to complete
signing the document digitally.




® Digital Signatures

The following have signed the document content:
|5igned by |Digita| ID issued by |Date |
testuser testuser 09/28/2010 15:50:40
& The signatures in this document are valid h

At the middle-bottom of the document an indicator will appear, hovering cursor on it
will show: "'The Document Signature is Ok'.
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Hlustration 1: sample PKCS12 file

User will first import the certificate into mozilla firefox browser. Open firefox, click on Edit->
preferences.

Go to Advanced->Encryptions->View certificates ->Your certificates. Click on 'Import' button. Choose
the pkes12 file (with p12 extension). It will ask for the password, set for import/export purpose. It will
show a message of successful import.

Start OpenOffice Word processor and create new document. Compose some article and save the
document with a suitable name. Now to add digital signature, click File->Digital Signature. It will
show a dialog 'Digital Signatures'. Click on Add to import your cetifcate, pkesi2 file received from CA.
Select your certificate from the list of available certificates. Now Click 'Ok' to complete signing the
document digitally. At the middle-bottom of the document an indicator will appear, hovering cursor on
it will show: 'The Document Signature is Ok'. That's it!!! any change in the document by some
unauthorized/ unscrupulous will break/remove the signature. While Opening the document it will show
a message as below picture. You will get a different indicator in this case, hovering on it will show —
'the document Signature does not match document content. We strongly recommend you do not to trust
this document.
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That's it!!! any change in the document by some unauthorized/ unscrupulous will
break/remove the signature. While Opening the document it will show a message as

below
® oOpenoOffice.org - Invalid Document Signature

The digitally signed document content and/or macros do not match
the current document signature.

This could be the result of document manipulation or of structural
document damage due to data transmission.

We recommend that you do not trust the content of the current
document.
Execution of macros is disabled for this document.

b

picture.




You will get a different indicator in this case, hovering on it will show — 'the document
Signature does not match document content. We strongly recommend you do not to trust
this document.'
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Email signing (Ubuntu)

We will show email signing with Evolution mail client, shipped as default mail client
with Ubuntu 10.04.
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At first we need to import the pkes12 files for signing mail with digital signature. Now
go to Edit->preferences->certificates->Your Certificates. Click on the Import button.




@ Evolution Preferences

z_ertiﬁcate MName
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Contacts
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Choose your pkcs12 file from Ubuntu file system. It will ask for 2 passwords — 1 for
evolution mail client security purpose and 1 for import/export purpose.

® Enter password
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® PKC512 File Password

Enter password for PKC512 file:
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Upon entering valid passwords, it will successfully import the certificate into evolution

system.
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Clicking on view will show the certificate details.




@ Certificate Viewer: testuserMailCSR

General  Details [}

This certificate has been verified for the following uses:

SSL Client Certificate

55L Server Certificate
Email Signer Certificate
Email Recipient Certificate

Issued To

Common Name (CN) testusen@UbuntuOS.com

Organization (O) BCC

Organizational Unit (OU) CCA

Serial Number 08

Issued By

Common Name (CN) rootCA

Organization (O) BCC

Organizational Unit (OU) CCA
Validity

Issued On 14/08/2010

Expires On 14/08/2011

Fingerprints

SHA1 Fingerprint E3:5B:CA:68:02:FA:A2:38:45:D0:2A:23:47:0A:2A:3A:91:A7:E1:EB
MDS5 Fingerprint 40:20:65:67:2E:13:0E:AE:77:C6:21:F6:CD:F7:E1:89

| Close

Now users need to import CA's certificate also into the evolution system. go to Edit-
>preferences->certificates->Authorities. It will show available root CA certificates.

@ Evolution Preferences

fac
Your Certificates Contact Certificate @

You have certificates on file that identify these ceN{{icate authorities:

Certificate Name

+ ABA.ECOM, INC.
+ AC Camerfirma SA CIF AB2743287
Contacts + AddTrust AB
+ America Online Inc.
I:I + AOL Time Wamer Inc.
Mail Preferences + AS Sertifitseerimiskeskus
T, Autoridad de Certificacion Firmaprofesional CIF A62634068
: j + Baltimore
+ BCC
Composer Preferences 2 TR
+ Buypass AS5-983163327
e + (c) 2005 TURKTRUST Bilgi iletisim ve Bilisim Giivenligi Hizmel
Network Preferences + Certplus
| ey | + certSIGN
l;—‘é + Chunghwa Telecom Co., Ltd.
Calendar and Tasks +/ CNNIC
+ Comodo CA Limited
+/ COMODO CA Limited
. + Comsign
SEIERE I + Cybertrust, Inc
+ Deutscher Sparkassen Verlag GmbH v

“ i




Click on the Import button. Choose CA's certificate DER/PEM file from Ubuntu file
system. It will show a message for trusting CA. Check Trust this CA to identify web
sites' and "Trust This CA to identify email users'.

D © @ Certificate Authority Trust

Certificate 'rootCA' is a CA certificate.

Edit trust settings:
@mst this CA to identify web sites.
@mst this CA to identify email users.
Trust this CA to identify software developers.
Before trusting this CA for any purpose, you should

examine its certificate and its policy and procedures (if
available).

viewcertfiate | cancel | ok D

Click Ok and it will successfully import the CA certificate into evolution system.
Clicking on view will show the certificate details.




# Certificate Viewer: rootCA - BCC

General| | pDetails
This certificate has been verified for the following uses:
SSL Client Certificate
SSL Server Certificate
Email Signer Certificate
Email Recipient Certificate [}
Issued To
Common Name (CN) rootCA
Organization (O) BCC
Organizational Unit (OU) CCA
Serial Number 01
Issued By
Common Name (CN) rootCA
Organization (O) BCC
Organizational Unit (OU) CCA
Validity
Issued On 26/07/2010
Expires On 23/07/2020
Fingerprints
SHA1 Fingerprint AC:8B:76:54:B2:A6:5A:EC:AE:3F:FC:2D:75:A0:BD:99:5B:4C:86: 8D
MDS5 Fingerprint AB:9A:BD:FA:17:D6:CF:DB:26:FE:69:C8:BA:A2:8E:DE
Close

Still another step remains: go to Edit->preferences->Mail Accounts.

@ Evolution Preferences

Enabled Account name Protocol Add |

vy | testuser [Default] | imap
>
N
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Mail Preferences
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—
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It will show user account details. Choose your user account and click on 'Edit' button.
Next, click on 'Security' tab. It will show certificate status of your mail account.




2 Account Editor

Identity Receiving Email Receiving Options Sending Email Defaults Security IMAP Headers

Pretty Good Privacy (PGP/GPG)
PGP/GPG Key ID: | |

Always sign outgoing messages when using this account
Do not sign meeting requests (for Outlook compatibility)
Always encrypt to myself when sending encrypted messages

Always trust keys in my keyring when encrypting

Secure MIME (S/MIME)

signing certificate: | | @)

Encryption certificate: | ] W

| Cancel || oK |

Now, click on 'Select' button and choose your certificate for mail signing.

® Select certificate

Certificate details

Issued to:

Subject: CN=testuser@Ubuntu0S.com,E=testuser@Ubuntu0s.com,CN=testuser@Ubuntu0s.com,0U=CCA,0=BCC L=dhaka,sT=dhaka,C=BD
Issued by:

Subject: CN=rootCA, E=rootCA@bcc.org,CN=rootCA,0U=CCA,0=BCC L=Dhaka,sT=Dhaka,C=BD

- -

Yes, your mail account is now enabled to send digitally signed mails!!!




® Account Editor

Identity Receiving Email Receiving Options Sending Email Defaults Security |[MAP Headers

Pretty Good Privacy (PGP/GPG)
PGP/GPG Key ID: | |

Always sign outgoing messages when using this account

Do not sign meeting requests (for Outlook compatibility)

Always encrypt to myself when sending encrypted messages
Always trust keys in my keyring when encrypting

Secure MIME (S/MIME)
Digitally sign outgoing messages (by default) [}

Signing certificate: |testuserMailCSR | select. - :

Encryption certificate: | W

| )

Now compose a new mail. Click on Security and again click on 'S/MIME Sign'. The
option will be checked as shown below.




DD =
PGP Sign

PGP Encr

In reply to your request, I, hereby, approving 28,088 BDY for furniture

purchase to decorate office.

Regards
Testuser|

Il

+ Show Attachment Bar

Now send the mail and it will send the mail by digitally signing!!!




2 @ @ Sent (4 sent) - Evolution

> Edit View Folder M

@New v

- Sent

- On This Computer
& Inbox (1)
& Drafts
2% Junk
[ Outbox
(4 Sent
Templates
& Trash
- testuser
& Inbox

5 Junk
& Trash

- Search Folders
[@ Unmatched

@ Send / Receive

ssen show: Mo |

At the receiving end, user will configure his/her Evolution mail client as described
above. When he/she receives the mail,

@Reply @ReplytoAll la_'lForward & @ {_j @ 6 @

Search: [Q Subject or Recipients cc l in _

[0/0) = I

& tanim@Ubuntu0S.com Approval for cur purchase 08/18/2010 12:34

Re: Approval for cur purchase 08/18/2010 12:36
Re: Approval for fumiture purchase 08/18/2010 16:24

B tanim <tanim@Ubuntu0Ss.com=>
=) tanim <tanim@uUbuntu0S.com>

=i tanim@Ubuntu0S.com Approval for fumiture purchase Today 12:37

From: testuser <festuser@Ubuntu0S.com=>

To: tanim@Ubuntu0S.com

Subject: Approval for fumniture purchase
Date: 09/28/2010 12:37:44 PM

Dear tanim,

In reply to your request, I, hereby, approving 28,880 BDT for furniture
purchase to decorate office.

Regards
Testuser

glNew v
— On This Computer
&8 Inbox
| Drafts
w0n Junk
(## Outbox
& sent
Templates
2 Trash

[ Trash
S Trash

L.QU Send / Receive

16total Show:

L) Reply [gg) Reply to All (gl Forward @ @ P lagi 0 ﬁ'

Search: ‘ Q, subject or Addresses c¢ | in

testuser <testuser@UbuntuOS.co... Approval for fumiture purchase Today 12:37

testuser <testuser@UbuntuOS.co... Re: Approval for fumiture purchase 08/18/2010 16:24
testuser <testuser@UbuntuOs.co... Re: Approval for cur purchase 08/18/2010 12:36

testuser <testuser@UbuntuOS.co... Approval for cur purchase 08/18/2010 12:34
‘testuser <testuser@Ubuntu0S.co... Re: sending cert for vou 08/14/2010 12:04

B ol T

From: testuser <testuse: @Ubuntuos.com:-

To: tanim@uUbuntuOS.com

Subject: Approval for fumniture purchase

Date: 09/28/2010 12:37:44 PM

Dear tanim,

In reply to your request, I, hereby, approving 26,0688 BDT for furniture
purchase to decorate office.

Regards
Testuser




it will also indicate if the signature is valid or some unscrupulous user have tampered
with it. If it's being changed by some intermediate hacker/cracker, it will show a red
colored warning -

LglNew v [glsend/Receive  [ig/Reply syl Reply to All [aglForward ) ® 5 gl 6 @ E{'@

|| inbox 16 total|  Show: Search: ‘ Q, Subject or Addresses cc |in W
- On This Computer J lﬁﬁ l%
& Inbox | = testuser <testuser@Ubuntu0S.co... Approval for fumiture purchase Today 12:37
|# Drafts = testuser <testuser@UbuntuOS.co... Re: Approval for fumiture purchase 08/18/2010 16:24
s Junk & testuser <testuser@Ubuntu0S.co... Re: Approval for cur purchase 08/18/2010 12:36
i, Outbox = testuser <testuser@Ubuntu0S.co... Approval for cur purchase 08/18/2010 12:34
o sent ‘ = testuser <testuser@Ubuntu0S.co... Re: sending cert for you 08/14/2010 12:04
[} Templates
M sk From: testuser <testuser@Ubuntu0S.com=
= ‘ To: tanim <tanim@Ubuntu0s.com>
- tanim ; Subject: Re: Approval for fumiture purchase
& Inbox ; Date: 08/18/2010 04:24:44 PM
i Drafts Error verifying signature
w2 Junk | security library: improperly formatted DER-encoded message. (-8183) - Decoder failed
= |
Il Sent Thanks, 5if 10l approving Lhe amount. 1 am adging Some Lext Nere
[ Trash On Wed, 2010-08-18 at 16:20 +8600, tanim wrote:
= > dear testuser,
& Trash =

I am hereby approving BOT 28,800 for furniture purchase.

>
>
> regards
> Tanim

--=-f3iwnaMniKfQanYnAXH5
Content-Type: text/plain; charset="UTF-8"
Content-Transfer-Encoding: quoted-printable




